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Kadesnpa nHGopmaLMOHHbIX cUCTEM

PABOYAA MPOrPAMMA YYEEHON AUCLIUMN/IUHDI

51.B.03 CeTteBas noacmncrema Linux

1. Kog n HaumeHoBaHWe HanpaB/iieHMA NOArOTOBKKU/CneunanbHoCTH:

09.03.02 'HPOopMaLMOHHbIE CUCTEMbBI U TEXHONOTUM

2. MNpodunb noarotosku/cneunanmsaumsa:

NHbopmaLMOHHbIE CUCTEMBI B TEIEKOMMYHUKALLUAX

3. Keanudukauma (cteneHb) BbINyCKHUKaA:

bakanaspuaTt
4. ®opma obyueHus:

OyHasn

5. Kadeppa, oTBeyalowan 3a peanmsaumio GUCLUNANHDIL:

Kadenpa nHbopmaLMOHHbIX CUCTEM

6. CocraButenu nporpammbi:

CaBuHKOB AHApein KOpbeBuy, 4.T.H., Nnpodeccop

7. PeKomeHAaoOBaHa:

npotokon HMC ®KH Ne 3 ot 25.02.2022

8. YuebHbiii roa;:

2024-2025

9.llenn 1 3agaum yuebHO AUCUMNINHDI:

28.02.2022

Llenb: dopmmupoBaHue 3HaHMI, yMEHMI1 U HAaBbIKOB 4/18 3GHEKTUBHOrO MCMOIb30BaHMA ceTeBOM noacucTems! Linux npu

peleHnn 3aad NpodpeccuoHanbHOM AeATENbHOCTH.

3agaum yyebHOW ANCUUNANHBI:

o npeacTaBUTb OCHOBbLI apPXUTEKTYPbI U OCHOBHbIE dDYHKLI,VIM CeTeBOoro CteKa Agpa Linux;

®  paccMOTPeTb MHTEPdEINC COKETOB, OCHOBHbIE YTUAUTbI U MHTEPdEChl AN YyNpaBAeHUsA CETEBOW NOACUCTEMOW;

e chopmmpoBaTh 6a30Bble HaBbIKM yNpaB/ieHWsa ceTeBoi nogcncremont Linux;

L PaCcCMOTPETb BOMPOCHI MPaKTU4Y4eCKOro MCnosib30BaHUA ceTeBoM noacucremsl Linux 8 NPUKNA4HbIX MPpOrpammax.

10. MecTo yue6HOM gMUcCLUUNANHDBI B CTPYKTYype OON:

yuyebHasa aMcuMnANHA OTHOCKTCA K YacTu 610Ka b1, bopmupyemoit yuacTH1Kammn obpa3oBaTesibHbIX OTHOLWEHWI. s

ycnewHoro ocsoeHnAa aAncumnnanHbl HeO6XOAVIMbI 3HaHUA U YMeHUA, ano6peTaeMb|e npn nsyvyeHune cneayrowmnx

ANCUUNNINH. BBEAEHME B NPOrpamMmmMmmnpoBaHne, A3blkKnM U CUCTEMbI NPOrpamMmmMmnpPoOBaHnA, A3bIK NPOrpaMmmmnpoBaHMA Cn,

Teopua VIH(bOpMaLI,VIOHHbIX npoueccos n cuctem, onepaullMoHHble CUCTEMbI.



11. NMnaHupyemble pe3ynbTaTbl 06yyeHUs No aucunnamHe/moaynio (3HaHUA, yMeHUA, HaBblKU),COOTHECEHHDbIE C
nnAaHMpPyemMbiMM pe3y/ibTaTamMu OCBOEHUA 06pa3oBaTenbHOM Nporpammbl (KOMMNETEHUUAMM BbiNYCKHUKOB) U

UHAUKATOPaMU UX AO0CTUXKEHUA:

Kopa v Ha3BaHMe KoMmneTeHunn

MK-2 CnocobeH BbINOAHATb
MHTErpaumo NporpammHbIxX
MmoZAynen n KOMMOHEHT,
BbINONHATL BepUdUKaLmio
NPOrpPaMMHbIX MPOAYKTOB

MK-3 CnocobeH BbINOHATb
paboTbl NO co3aaHuI0
(moandurkaummn) n
COMPOBOXKAEHUIO
NHDOPMALMOHHbBIX CUCTEM

MK-3 CnocobeH BbINONHATb
paboTbl NO co3aaHuIo
(moguduraumm) n
COMPOBOXKAEHNIO
MHDOPMALLMOHHbBIX CUCTEM

MK-3 CnocobeH BbINOHATb
paboThbl MO CO3AaHUIO
(mogudukaumm) n
COMPOBOMAEHMUIO
NHPOPMALIMOHHbIX CUCTEM

Ko 1 Ha3BaHWe MHAMKaTopa
KOMMeTeHLUU

MK-2.1 3HaeT meToAbl M CpeacTea
COOPKU U MHTErpaLmmn NPOrpaMmHbIX
Mmogaynelr U KOMMNOHEHT, METOAbI U
cpeacTea BepudmKaLumm
paboTOCNOCOBHOCTU NPOrPaMMHbIX
NPOAYKTOB

MK-3.3 ObecneunBaeT pa3paboTKy U
TectTupoBaHue NC Ha 6ase TMnoBo
MNC B coTBETCTBUM C TPebOBaHUAMM

MK-3.5 HacTtpansaeT 1 ycTaHaBanBaeT
onepaumoHHyto cuctemy, CYB/[,
npuknagHoe MO, Heobxoanmoe ans
byHKUMOoHMpoBaHua NC

MK-3.6 Pa3pabaTtbiBaeT 1 peanusyer
anropuTMbl 0bMeHa AaHHbIMU MeX Y
NC n cywecTByOWMMN CUCTEMAMMU

12. O6bem AUCUMNAMHDI B 3a4eTHbIX eguHULax/yac:

2/72

dopma NPoOMEeXXyTOUHOM aTTecTaumnm:

3aver

13. TpyaoemKoCTb No Bugam y4ebHoit pabotbi

Bua yyebHom paboThbl

AyauTOpHbIE 3aHATUA

JIeKUMOHHBbIe 3aHATUA

3HaHUA, YMEHUA, HaBbIKK

3HaeT OCHOBbI APXMTEKTYpPbI U
OCHOBHbIE QYHKLUN ceTeBoM
nogcmucteml Linux, nporpammHbie
cpeacTea aHann3a u sepuduKaymm
CeTeBOro B3aMMogencTens, sHaeT
OCHOBbI YNpaB/ieHNe CEeTeBOM
noAcHUCcTeMOlM

3HaeT OCHOBHbIe CeTeBble MPOTOKO/bI,
nporpamMmmHble HTepdencobl 1
OCHOBHbIE CTPYKTYpPbl AaHHbIX
ceTeBOro creka Linux

MimeeT HaBbIKM MCMO/Ib30BaHMA
CUCTEMHbIX YTUAUT U UHTepdEeNcoB
ANA ynpaBieHus ceTeBom
noacuctemoit Linux

MmeeT HaBbIKM UCNONb30BAHNA
nHTepdelica cokeToB aas obmeHa
OaHHbIMU mexay MC n
CYLLECTBYIOLLMMM CUCTEMAMMU, UMEET
HaBbIKN NCNONb30BAHUA
NPOrpamMmMHbIX CPEACTB aHaM3a 1
BepudmKauum ceTeBoro

B3anMMogencTemns
CemecTtp 6 Bcero
48 48
32 32



MpaKTuyeckue 3aHATUA 0

NabopaTopHble 3aHATUA 16 16
CamocTtonTenbHasa paboTta 24 24
Bua yyebHom paboThbl CemecTtp 6 Bcero
KypcoBas paboTa 0 0
MpomexxyTouHana aTTecTaumn 0 0
Yacbl Ha KOHTPO/Ib 0 0
Bcero 72 72

13.1. Copep:xaHue AUCLUNAUHDI

n/n HanmeHoBaHue CopeprkaHue pasgena Peanusauma pasgena gucumnantHbl ¢
pasgena OVNCUMNAUHDI NMOMOLLbIO
ANCUNNANHDI OHNaMH-KypCa,
3YMK
1. lekuum
1.1 Basosble MNepapxua ceTeBbIX https://edu.vsu.ru/course/view.php?id=15496
NPUHLMNbI NPOTOKO/10B, MOAENN
ceTeBoro OSI n DoD, ceTeBoW cTek,
B3aMmoAencTama 0630p OCHOBHbIX

ceTeBbIX MPOTOKONOB
cetu NIHTepHeT
(Ethernet, IP, TCP, UDP),
agpecauma Ha
KaHa/IbHOM 1 CETEBOM
YPOBHsAX, npoToKon ARP,
LMpOoKoBeLaTesibHble
O0MeHbl, mexceTeBasn
MapLupyTM3auma, agpeca
URL, npotokon DNS,
ynpas/sieHue ceTbto,
npotokon ICMP,
npotokon DHCP,
npotokon SNMP,
nepeaaya tpadmka
peanbHOro BpeMeH#,
npotokon RTP,
npo3payHbii mocT IEEE
8021D, BupTyanbHble
cetn (VLAN),
MHOroagpecHas
nepegaya (NpoTokon
IGMP), TyHHENMpOBaHWe



1.2

1.3

ApxuTeKTypa
ceTeBol
noacuctemsl Linux

OcHoBblI
yrnpasaeHue
ceTeBol
noacucTemonm

(nHKkancynauus)
NPOTOKO/0B,
TpaHCAALMA agpecos
(NAT), TpaHchauma
noptos (PAT)

0O630p ceTeBOro cTeKka
aapa Linux, nHtepdelic
ceTeBOro Apansepa,
ceTeBble MHTEPdENiChI,
noaneprKKa
mapLpyTmsaummn n QoS

BkntoueHune n
BbIK/IlOYEHWE CeTeBbIX
nHTepdelicos,
ynpasneHue
MapLpyTU3aumen,
co3aHue Npo3padHbIxX
MOCTOB U UHTepdelicos
VLAN, HacTpoiiKa
6ecnpoBoaHOM ceTH,
co3/aHue TOUYKM
nocTyrna becnpoBoaHoOM
ceTu, HacTponka DHCP,
YTUAUTBI ip U iw,
naaHnpoBaHue
nepegayu, ytuamTa tc,
HaCTpOlKa ceTn B
OpenWRT

(nHTEpdeiic UCH),
arperaumsa Tpadumka
(bond-gpaiiBep)

https://edu.vsu.ru/course/view.php?id=15496

https://edu.vsu.ru/course/view.php?id=15496



1.4 NHTepodeiic
COKeTOB
1.5 NHCTpyMmeHTbI

dHa/In3a ceTn

1.6 NHbopmaumoHHan
6e3onacHOCTb
ceten

2.

MpaKTuyeckue

3aHATUA

3.

NabopaTtopHbie
3aHATUA

ABCTpaKumA ceTeBbIX
COKETOB, TUMbl COKETOB,
COCTOAIHWA COKETOB,
NpOrpaMmmHbIi
nHTepdelic coketos
(cospaHue cokera,
YyCTaHOBKa M pa3pbiB
coeinHeHUsA, Nepesaya
M NpyeMmM AaHHbIX,
OoXuaaHue cobbiTnit),
peXkumbl (onuyn)
COKETOB,
MHOroagpecHble
(multicast) cokeTbl,
cbipble (raw) cokeTbl,
YTUANTS SS, netcat

MpoBepKa A0CTYMHOCTH
y3/10B, aHaNu3
MapLUpyTa, OLEeHKa
CKOPOCTU Nepesaun,
CeTeBol MOHUTOP,
3anucb M aHann3
TpadumKa ceTeBoro
nHTepdelica, yTManTbl
ping, route, tcpdump,
iperf, bubnmoteka
libpcap, nporpamma
Wireshark

MpocTpaHCTBO MMeH
CeTU, MeXKCEeTEBOM 3KPaH
Linux (netfilter)

https://edu.vsu.ru/course/view.php?id=15496

https://edu.vsu.ru/course/view.php?id=15496

https://edu.vsu.ru/course/view.php?id=15496



3.1 AHanus 3anucu
ceTeBoro Tpadmka

3.2 Opainsep
npocreiiero
ceTeBoro
yCTpoicTBa

3.3 HacTtpoiika cetn

paboyei ctaHLMM

3.4 HacTpoiika
rpaHMYyHOro
MaplLupyTM3aTopa

BbInOAHUTL aHann3
npeaocTaBAeHHOro
daiina c 3anucbto
dparmeHTa ceTeBoro
TpaduKa, BblAENTb
naKeTbl CETEBbIX
NpPOTOKO/I0B, aapeca u
HoMepa NopToB
B3aMMOAENCTBYHOLLLNX
y3/10B, OnpeaenuTb
obbem nepeaaHHbIX
Nnosie3HbIX AaHHbIX
(payload) no npotoKkony
IP v onpegenntb
HaK/aaHble Pacxoabl.

HanucaTtb npocteniumi
ApariBep, Co34atoLLmit
ceTeBol MHTepdelic
Ethernet, Bce AaHHble,
noJly4eHHble U3 CETEBOTO
CTekKa, nepenasaTtb B
daiin B palinoson
CUCTEM Proc, AaHHble
ONA nepefayn B ceTeBom
CTeK 6paTb U3 gpyroro
daiina B dpannosoi
cucteme proc

HacTtpouTb ceTb gnA
BbIX04a B

NHTepHeT yepes
nHTepdelic Ethernet c
ncnonb3osaHmem DHCP
ONA nonyvyeHns
HaCTPOEK.

CkoHuUrypmpoBaTb
ceTeByto noacucTemy
Ons paboTbl B penume
rpaHU4HoOro
MapLpyTmMsaTopa ¢
noaaepxkot NAT n
DHCP gna
aBTOMaTMUYECKOM
YCTAaHOBKM CETEBbIX
HACTPOEK KOMMbIOTEPOB
B JIOKa/IbHOM CeTH

https://edu.vsu.ru/course/view.php?id=15496

https://edu.vsu.ru/course/view.php?id=15496

https://edu.vsu.ru/course/view.php?id=15496

https://edu.vsu.ru/course/view.php?id=15496



3.5 Hactpoika AP CKoHUrypupoBaTb https://edu.vsu.ru/course/view.php?id=15496
NPOrpPamMmMHYH TOUKY
poctyna IEEE 802.11 un
cBA3aTb becnpoBogHyO
ceTb Yepes NpPo3payHbIn
CeTeBOM MOCT C
NpPOBOAHOM NOKANbHOM
BbIYUCUTENIbHOM CETbIO.

3.6 Peanusauusa Mcnonb3ysa cbipble https://edu.vsu.ru/course/view.php?id=15496
YTUAUTBI ping COKeTbl HanucaTb
nporpammy, Kotopas
dopmupyet n
otnpasnaet ICMP 3xo-
3anpoc, 3aTem KIeT,
nonydyaet u
obpabaTbiBaeT aX00TBET

3.7 3axBaT M aHanu3 Ncnonb3ysa cetesoli https://edu.vsu.ru/course/view.php?id=15496
ceTeBOro TpaduKa nHTepdelic
6ecnpoBoHON ceTH B
pexnme MoHUTOpa U
yTuauTy tcpdump
3anucaTb GparmeHT
TpaduKa 1 BbINONHUTL
€ro aHanv3 B
nporpamme Wireshark

3.8 HacTpolika HactpouTb netfilter ans https://edu.vsu.ru/course/view.php?id=15496
netfilter H6NOKMPOBKM NAKETOB,

MOJIy4YEeHHbIX OT
YKa3aHHOro ycTpoicTea
(no MAC-aapecy) u/vnu
npeaHasHadYeHHble a8
OTMNPaBKM 3TOMY
YCTPOMCTBY; AN
6/10KMPOBKM A0CTyNa K
YKasaHHOMY caiiTy B
UHTepHeT; gna noacyeta
obbema TpaduKa,
rnepeaaHHoro Ha y3esn ¢
YKasaHHbIm IPagpecom
mnn URL n/vnm
MoJIy4eHHOTro OT TaKoro
y3na,

13.2. Tembl (pasgenbl) AUCLUNANHDBI U BUADI 3AHATUIA

Ne  HaumeHoBaHwue NekumoHHble  TpaKTuyeckue NabopaTopHble CamocTosTenbHasn Bcero
n/n  Tembl (pasgena) 3aHATUA 3aHATUA 3aHATUA paborta



10

11

basosble MPUHLUMANDbI
ceTeBoro
B3aVIMOLI,EI‘;1CTBMFI

ApxXuTeKTypa
ceTeBow
noacucTemsl
Linux

OcHosBbl
ynpasseHue
ceTeBol
noACcuUCTEMOI

NHTepdeiic cokeToB

NHCTpymeHTbl
aHanusa cetu

NHbopmaumoHHan
be3onacHoCTb ceTen

AHanus 3anucu
ceTeBOro TpaduKa

Opansep
npocrenwero
ceTeBoro
yCTpoicTBa

HacTpoika cetn
pabouei cTaHUUN

HacTtpoiika
rpaHMYyHOro
MapLupyTM3aTopa

HacTtpoiika AP

10



12 Peanunsauma 2 2 4
YTUAUTBI ping

13 3axBaT U aHanu3 2 2 4
ceTeBoro TpaduKa

14 HacTtpoiika netfilter 2 2 4

32 0 16 24 72

14. MetoguuecKkue ykasaHua aaa obyyalowmxca no 0CBOEHUIO AUCLMNANHDI

OucumnnvHa TpebyeT paboTbl ¢ panaMU-NPE3EHTALUUAMM IEKLUN U COOTBETCTBYIOWMMU F1TaBaMK PEKOMEHA0BAHHOM
OCHOBHO NMTEPaTypbl, a TakXKe, 0653aTe/IbHOro BbIMNOJHEHWUA BCeX 1abopaTOPHbIX 3a4aHWIA B KOMMbIOTEPHOM Knacce.

CamocTtonTenibHaA paboTa NPOBOAUTCA B KOMMNbIOTEPHbIX KAaccax PKH ¢ Mcnosb3oBaHMEM METOANYECKUX MATEPMAIOB
pacnosioXeHHbIX Ha ydebHo-meToauyeckom cepeepe PKH fs.cs.vsu.ru\library u Ha cepsepe Moodle Br'Y moodle.vsu.ru.
Bo Bpems camocTosATe/IbHOM pPaboTbl CTYAEHTbl UCMO/b3YIOT 31EeKTPOHHOOUOANOTEYHbIE CUCTEMbI, AOCTYMHble Ha
noptane 30HanbHOM bubamnotekmn BIY no agpecy www.lib.vsu.ru. Yactb 3agaHUii MOXKET ObiTb BbINOJIHEHA BHE
ayaMTOPUI Ha AOMaLLHEM KOMMbIOTEPE, MOC/e KOMMPOBAHUSA METOANYECKMX YKa3aHU n Heobxogumoro MO ¢ yyebHo-
meTogmyeckoro cepsepa ®PKH.

Mp“ UCNONb30BAaHUN AMCTAHUMOHHbBIX 06pPa30BaTe/bHbIX TEXHOJ/IOTUI U 3N1EKTPOHHOro 0byyeHMsA BbINOJIHATL BCe
yKasaHusa npenogasaTenei, BOBPeMs MoAKA4YaTbCcAa K online 3aHATUAM, OTBETCTBEHHO MOAXOAMTb K 3afaHUsaM ONA
camocToATeNbHOM paboTbl.

15. MepeyeHb OCHOBHOM U A,0MONHUTENbLHOM IMTEPaTYPbl, PECYPCOB MHTEPHET, HEOBX0AUMBIXANA OCBOEHUSA

AUCLUNIUHDI
Ne NcTouHmK

n/n

1 Kypauwnii, I'. B. OnepauynoHHan cuctema Linux : yuebHuk : [16+] / T. B. Kypauuit, K. A. MacanHckuii. — 2-e

nsga., ucnpas. — MockBa : HaumoHanbHbiil OTKpbITbIA YHUBEpeUTeT «MHTYWUT», 2016. — 451 c. // 3BC
YHuBepcutetckaa bubnamnoteka. — URL: https://biblioclub.ru/index.php?page=book_red&id=578058

6) AononHWUTeNbHasA AnTepaTypa:

Ne McTouHmK
n/n
1 Hasapos C. B. CoBpemeHHble onepaumoHHble cuctemsbl: ydiebHoe nocobue / C.B. Hasapos, A.N. LLinpokos. —

Mocksa : MHTepHeT-YHusepcuteT MHpopmaumoHHbIX TexHonorunin, 2011. — 280 c. // 3BC YHuBepcuteTtckasn
6ubnmoteka. — https://biblioclub.ru/index.php?page=book&id=233197

B8) MHGOPMALMOHHbIE 3/1eKTPOHHO-06pa3oBaTe /bHbIE PECYPChbl:


http://www.lib.vsu.ru/

Ne n/n NCTOUYHUK

1 Bubnunoteka BIY, http://www.lib.vsu.ru
2 Cepsep yuyebHo-meToanyeckmx matepuanos ®KH, \\fs.cs.vsu.ru\Library
3 O6pa3oBaTe/bHbIN NopTan "INeKTPoHHbIN yHUBepcutet BIY", http://edu.vsu.ru

16. MMepeueHb y‘-leGHO-METOAM‘-IECKOFO obecneuyeHus ANA CaMOCTOATENbHOM pa60'rb|

Ne n/n NCTOYHUK
1 Cepsep yuyebHo-meToamyeckmx matepuanos ®KH, \\fs.cs.vsu.ru\Library
2 O6pas3oBaTtesibHblli nopTan "INeKTPoHHbIN yHuBepcuteT BIY", http://edu.vsu.ru

17. O6pasoBartesibHble TEXHONOrUU, UCNOJIb3yeMble NPU peannsaumum yuebHoi AMCUUNINHDI, BKAOYas
BAUCTaHUMOHHble obpa3soBaTesnibHble TexHonoruu (40T), aneKTpoHHoe o6yuyeHune (30), cmewaHHoe obyuyeHue):

Jlekunn-Bm3yannsaumm ¢ 4EMOHCTPaUMEN UANOCTPATUBHBIX U rpaduUeckmux maTepuanos, aHUMaL MK, 610K-cxem
aNropmMTMOB M MPUMEPOB UCXOAHOMO KOAa, AeMOHCTPaLMEN BbINOAHEHWA KOMaHA, onepaLmMoHHOW CUCTEMON,
nabopaTtopHble paboTbl.

I'Ile peannsaunn ANCUNNINHbI MOTYT MCMNO/1Ib30BAaTbCA TEXHOTIOTUN 3/IEKTPOHHOIO 06yl-|eva M ANCTAaHLUMOHHbIEe
o6pa303aTeanble TexHonormmn Ha 6ase nopTtana EdU.VSU.FU, d TaKXXe apyrme aoCtynHble pecypcbl CETU MHTepHET.

18. MaTepMaanO-TEXHM‘IECKOE obecneueHue AUCUNN/INHDI:

1. JleKumoHHasa ayauTopms, OCHaLLLEHHAA BUAEOMPOEKTOPOM.

2. KomnbloTepHbIl Knacc gns npoBeaeHua N1abopaTopHbIX 3aHATUIN, OCHALLEHHbIV BUAEOMNPOEKTOPOM,
KOMMbIOTEPAMMU C YCTAaHOBJ/IEHHOM BUPTYyanbHOM MalumHol VirtualBox c o6pasom onepaLOHHON CUCTEMbI
GNU/Linux. O6bem cBoboaHOM nocse 3arpyskm OC onepaTMBHOM NamaTh Ha paboyee MmecTo He MeHee 4 b
(TpebyeTca ana BUPTyaNbHbIX MaLLUH).

19. OueHouHblEe cpeAacTBa A8 NPOBEAEHUA TEKYLLEN U NPOMEXKYTOUYHOM aTTecTaumii

MopsLOK OLLEHKN OCBOEHMA 0byYatoLLMMKUCA y4ebHOro maTepuana onpesenseTca CogepKaHuem cneayoLwmx pasaenos
ONCUMNINHDI:

Ne Pasgenbl AMCUMNANHDI Kog KomneteHuun  Kog mHaukatopa  OueHoYHble cpeactsa ans
n/n (moaynn) TEKyLLLEeM aTTecTaumnm
1 ApxutekTypa ceTeBol noacuctemol  MK-2 MK-2.1 CobecenoBaHue

Linux

OcHOBbI yrpaB/ieHMe CeTEBOM
noacucTemonm
MNHCTpyMeHTbl aHamM3a cetu

2 basoBble NpPUHLMMNbI CETEBOTO MK-3 MK-3.3 CobecepoBaHue
B3ammogencTama NHTepdeic
cokeToB MIHGOpMaLMOHHaA
6e30nacHOCTb ceTel



3 [paliBep npocTeiLero ceTeBoro MK-3 MK-3.5 MpaKTnyeckoe 3agaHue
ycTpoiicTBa HacTpoiKa cetu
pabouei ctaHUUN
HacTpoiika rpaHu4Horo
MapwpyTmsaTopa Hactpolika
AP
HacTtpolika netfilter

4 AHanu3 3anuncu ceteBoro TpaduKa MK-3 MK-3.6 MpaKTnyeckoe 3agaHue
Peanuszauma ytmantbl ping 3axsat
W aHann3 ceTeBoro Tpadumka

MpomerKyToYHas aTTecTauma

dopma KoHTpoAA - 3aueT

OueHouHble cpeacTBa A1 NPOMEXKYTOYHON aTTecTaumm

CobecepoBaHue

20 TunoBble oLueHO4YHbIe cpeaCcTBa U METOAMUYECKMe MaTepuanbl, onpeaensiowme npoueaypbloueHMBaHuA
20.1 TeKywWMit KOHTPONb YCNEBAEMOCTU

npaKTquCKMe 3agaHuAa

1. YcTaHOBWUTb CTaTMYECKUI IP-aapec Ha yKa3aHHbIN MHTepdeic.

2. 3anpocuTtb IP-agpec no npotokony DHCP.

3. BbIBECTM CMIUCOK ceTeBbIX MHTEPdENCOB C 3aKpeneHHbIMK 3a HUMM IP-agpecamu.
4. BbiBecTM cogepunmoe Tabanupl ARP.

5. BbiBecTu copepkmmoe TabauvLbl MapLupyTU3aLumm.

6. [ob6aBuTb B TabanLy MapLUpYT A0 3a43aHHOTO Y3/1a Yepes yYKasaHHbI uHTepdelic.

7. [Oob6aBuTb B TabanLy MapLUpyT A0 3a43aHHON MNOACETU Yepes yKasaHHbIN UHTepdelic.
8. [poBepuTb AOCTYNHOCTb Y313 C 3a4aHHbIM IP-agpecom.

9. Onpegenutb MapLUpyT Nepesaym NakeTos A0 y3/a € 334aHHbIM IP-agpecom.

10. 3anucatb B ¢pain ceTeBol TpaduK, NPoxoaaALMi Yepes 3a4aHHbI MHTepdeiic.

11. MNocuntatb 06BEM AAHHbIX, MONYYEHHbIX OT YKAa3aHHOrO y3na.

12. 3a610KMPOBATb BXOAALLMIN U UCXOAALLMIA TPAdUK A1A YKA3aHHOTO y3/a.

13. BbIBECTW CMUCOK AOCTYMHbIX 6ECMPOBOAHbIX CETE.

14. MoAKNYNTLCA K 3a4aHHOM 6ecnpoBOAHON CeTH.

15. Co3aaTb BUPTYanbHbI 6ecnpoBoOAHbIN MHTEPDENC B pexMme MOHUTOPA M 3anncaTb B Gain Bce NakeTbl, NPUHATbIE

13 pagmoadupa.

OnucaHue TexHoNormmu nposeageHuA

MpaKTUYecKMe 3a4aHNA BbINOAHAKOTCA Ha KOMMNbIOTEPE M Ha NPOBEPKY CAAETCA UCXOAHbIV KOA, UAN IMCTUHT KOMaHAb!
nHTepdelrica KOMaHAHOW CTPOKM.

Tpe6oBaHMA K BbINOAHEHUIO 334aHUIM (MU WKaNbl U KPUTEPUM OLLEHUBAHUA)

B KOHTpoO/IbHOM paboTe 3agaHunA 1-9 oueHunBatoTca B 2 6anna, 3agaHua 10-13 — 4 6anna, 3agaxHua 14, 15 8 6annos
(MaKcMManbHO BO3MOXKHAsi CymMa Mpu BbIMONHEHUM BCeX 3aZ4aHnii — 50 6annos). Npu owmrbKax B BbINOJHEHUN
3aZ1aHWs UM He NOJIHOM BbINOJIHEHMM OLLEHKA 33 3agaHue cHMKaeTcA. OueHKa 3a KOHTPOJIbHYO paboTy onpeaenseTcs
Kak cymma 6annos, HabpaHHbIX 3a BCe 3a4aHus.



20.2 TlpomexKyTo4YHaA aTTecTauus
MepeyeHb BONPOCOB K cobeceA0BaHUIO

MPUHLMMbI CETEBOrO B3aMMOAENCTBUSA, MEPAPXMA CETEBbLIX MPOTOKOI0B.
MpoTtoKkon Ethernet (KaHaNbHbIN YpPOBEHD)
Mpo3payHbii mocT IEEE 8021D
BupTtyanbHblie cetu (VLAN) 1 TyHHeNn
MpoTokon IP
MHoroaapecHan nepegada (npotokon IGMP)
Mpotokon TCP
MpoTtokonbl UDP 1 RTP
TpaHcnauma agpecos (NAT) n noptos (PAT)

. MpoTtoKkonbl DHCP n DNS

. NMpotokon DHCP

. MpoTokon ARP, Tabanua ARP B Linux
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. Mapwpytusaums, Tabamupl MapLpyTmsaumm B Linux
. MpoToKoAbl AMHAMMYECKON MapLLpyTU3aL MK

. NMpotokonbl ICMP 1 SNMP

. MnaHnpoBaHWe nepeaaun 1 arperauma Tpadmka

. Cokertbl
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. OCHOBHble YyTUANUTbI yNPaBAEHNA CeTEBOM noacucTemol Linux
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. 3anucb ceTeBoro Tpaduka, ytuamTa tcpdump
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. MexceTeBol aKpaH B Linux
. MpocTpaHcTBO MMeH cetu B Linux
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OnucaHue TeXHONOTUMU nposeaeHuA

CobecefoBaHMe NpoM3BOAUTCA B GOpMe YCTHOTO OTBETA Ha 3a4aHHbIi Bonpoc. Mpu HeobxoaMmocTu
npenoaasaTeNlb MOXET 33/1aBaTb YTOUHAOLLME BOMPOCHI.

TpeGOBaHMH K BbINOJIHEHUIO BaAaHMﬁ, WKaJbl U KpUTEPUU OLLEHUBAHUA

OueHKa 3HaHWI, YMEeHWUI 1 HaBbIKOB, XapaKTepu3aytoLLan 3Tanbl POPMUPOBAHNA KOMMNETEHLMI B paMKax U3y4yeHUs
OVCLUMM/IMHBI, OCYLLECTB/IAETCA B XO4€ TEKYLLEN U NPOMEKYTOUYHOMN aTTeCcTaLUN.

Mpy OLEeHNBAHUN Pe3ybTAaTOB MPOMENKYTOUYHOM aTTECTALLMM UCMOb3YETCA KOIMYECTBEHHAA LWKANa OLeHOK. OLeHKa
33 KOHTPO/IbHYIO PaboTy CKNaAbiBaeTCsa C OLEHKOM, MOly4eHHOW Ha cobecef0BaHMM, U pPe3ybTaT HOPMUPYETCA K
100 6anbHoM WKane. NMonydyeHHoe 3HaYeHMe onpeaenser ypoBeHb CGOPMUPOBAHHOCTN KOMMNETEHLMI U UTOFOBYIO
OLLEHKY ([4,0CTaTOYHbIM — 3a4TEHO UM HEAOCTATOYHbIM — He 3a4TEHO) COTNIaCHO CeAyIOLLEN LWKane:

e  OLEHKa «3ayteHo» - 50..100 6annos

®  OLeHKa «He 3a4yTeHo» - 0..49 6annos



